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Confidentiality of Sexual and Domestic Violence Victims’ Information

Issues of Confidentiality

Persons who have experienced sexual or domestic violence have a variety of reasons for fearing their personal identifying information will become public.  Personal identifying information may include name, address, social security number, driver’s license number, employer name and address, etc.  This kind of identifying information can be found in a variety of places – voter registration records, court records, deeds, school records, insurance billing records, state agencies, and some local and regional databases.  Technology such as the Internet has also made it easier for perpetrators to access information as well as addresses of victims. With just a listed phone number, an individual can “Google” someone else and get an address and a map to the location.  There are online sites that will review public records for participants to find someone.   
Victims of domestic violence may be reluctant to register to vote, have a home phone number, file insurance claims (when still covered by the perpetrator’s insurance), or pursue available legal remedies.  Victims may not even access sexual or domestic violence victim services for fear of having their location revealed or their confidentiality violated. 

 As technology develops there is increasing pressure on domestic and sexual violence service providers to participate in community-wide and regional database systems designed to improve coordination of services.  While this is a worthwhile goal in the field of human services, reporting identifying information about domestic and sexual violence victims (for example, addresses and social security numbers) without their consent may jeopardize their safety.  Other service providers who participate in sharing identifying information—for example, food pantries, homeless shelters, or service providers for the aging--are generally not providing services to crime victims who are at risk of continued violence.  Providing the physical address of the shelter in a database may jeopardize the safety of everyone in the shelter.  Virginia needs to protect victims of violence identifying information in the various venues it could be accessed.  There are a number of ways this type of protection can be provided to victims.

Bills Introduced in the 2006 General Assembly 

Supported by VSDVAA

A number of bills addressing various aspects of confidentiality of victims’ identifying information have been proposed.  Some of these bills address sexual violence, domestic violence and stalking.  Some specifically address just domestic violence, using current Virginia Code language to define domestic violence. All of these bills close loopholes that can be used by perpetrators to find victims to harm or harass them.

HB 1156 Confidentiality of Persons Accessing Domestic or Sexual Violence Victim Services 

(Dels. Janis, D.Jones)

This bill limits the disclosure of identifying information about children, youth and adults who are victims of sexual violence, dating violence, domestic violence and/or stalking.  The bill specifically addresses victims who receive services from public and not-for-profit agencies the primary mission of which is to provide services to victims of sexual or domestic violence.  The bill also requires policies and protocols to protect the physical address or location of shelters and facilities intended to provide safe refuge for victims of domestic violence and their children.

The language of the bill is modeled after similar provisions in the Violence Against Women Act of 2005, which Congress recently passed and President Bush signed into law.  Complementary legislation in Virginia will make it clear that the protections provided by VAWA apply in Virginia and will clearly extend these protections to all victims regardless of gender.

Persons accessing domestic or sexual violence victim services will still be able to sign informed, written, reasonably time-limited consent forms when they want their advocates to be able to work with other professionals to better facilitate them.  For instance, a person may sign a release so the advocate can work with social services to assist in accessing public benefits.

Domestic and sexual violence victim services agencies will continue to safely collect data about services provided throughout the state using the data collection system developed with state and federal funds (VAdata).  This system includes an encrypted identifier generated at the local level, but no identifying information about victims served.  It has provided all required state and federal reports on domestic violence services since 1999.  Therefore, these agencies will still be able to report aggregate, non-identifying data on the services they provide to funders, state agencies, local communities and others. 

Collaboration and record sharing intended to support law enforcement and prosecution is specifically exempted.

HB 1493, HB 1165, SB 235 - Address Confidentiality Program for Victims of Domestic Violence

(Del. Miller; Del. Eisenberg; Sen. Ticer)

Modeled after fifteen other states’ address confidentiality programs, Washington State being the first state to implement such a program in 1991, these bills create an Address Confidentiality Program that victims of domestic violence can apply to participate in.  Applicants must submit a sworn statement indicating they are victims of domestic violence and they fear further acts of violence from their assailants.  Upon approval, the program provides eligible applicants with a “dummy address” participants can use instead of their own residential street address, school address or work address.  This alternative address will receive mail at a selected state agency.  The Address Confidentiality Program staff will then forward first class mail to the program participant.  The staff may arrange to receive and forward other kinds and classes of mail for participants at the participants’ expense.  The staff will continue to forward mail for four years unless the participant withdraws or is invalidated as a participant before that date.  The proposed bills outline five conditions under which participants’ participation can be cancelled.

The Address Confidentiality Program would reside in the Office of the Attorney General (OAG).  The OAG has a staff position created in Virginia Code – the Statewide Facilitator for Victims of Domestic Violence – that could oversee this program.

HB 1166, SB 658 - Confidentiality of Domestic Violence Victims’ Voter Registration Information 

(Del. Eisenberg; Sen. Ticer)

Currently Virginia law allows persons who have been granted protective orders to provide, in addition to street addresses, a post office box to be used in lieu of street addresses on lists of registered voters and persons who have voted.  This bill expands this protection to include persons who have been victims of misdemeanor or felony domestic violence offenses.  This means persons who have been victims of domestic violence but do not have protective orders will be able to safely and confidentially register to vote and vote.

SB 638, HB 1167 - Confidentiality of Domestic Violence Victims’ Health Records

(Sen. Ticer, Del. Eisenberg)
Often times victims of domestic violence and/or their children are still covered by the perpetrators’ health insurance after they have separated.  This means their addresses are on health records and bills that may be sent or provided to the perpetrator.  These health records will also include all services provided to the victims and therefore gives this information to the batterers.  For victims who are in hiding, this breach of confidentiality puts their safety at risk.  These bills allow victims of domestic violence who have a good faith belief that disclosure of their contact information including address could endanger them to provide alternative contact information to the health care provider, health plan or health care clearinghouse for use in their records.
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